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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.835.
2
References

 [1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale





The 5G core network functions will be service based. It is necessary to analyse the impact brought by SBA at least the change of the interfaces on the existing GBA. 
This proposal aims to address the potential impact caused by SBA.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Fitting GBA into 5G core network architecture
5.X.1
Key issue details

In this key issue it is investigated how BSF and NAF, and their reference points, are to be mapped to 5GC specific functions and reference points. For example, in GBA the BSF connects to HSS, while in the 5G architecture there is a combination of ARPF, AUSF and UDM instead of HSS, and it should be decided to which one of those elements the BSF connects in 5G. 
Regarding impacts caused by SBA on GBA: (1) since BSF is one of the core network nodes, the SBA has to support BSF and vice versa, including the registration of BSF into SBA and Zh interface messages (between BSF and HSS). (2) Potentially, also NAF may be part of SBA, if that NAF hosts operator's own services.
5.X.2
Security threats

Increased exposure of sensitive information, e.g., CK, IK, compared to the currently specified 5G system. 
5.X.3
Potential Security requirements

TBA.
*************** End of Change ****************
